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Fun Fact

- J6 NAPOT! SZERETMEX EGY TEZRALAT

- J6 NAPOT! MILYET KERD

- MILYEN VAN2

- WAN OLYAN AMI TUD: SZHRNI, TIETANI, ENGEDELYEZNI, NAT-OLNL

- OME, SZFRETMEX OLYAT, AMI TUD DINAMIKUS ROUTING-OT

- DINAMIXUS ROUTING KIFOGYOTT, VAN SZIRES, THTAS, ENGEDELYEZES ES NAT

- RENDBEN KEREX OLYAT AMI TUD NAT-OLNI RINAMIKUS ROUTING-OT ES SD-WAN-L
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Agenda

Redundans WAN edge kapcsolatok

» Flosztott makodés kihivasai
= Tipikus megoldasok attekintése
= Hatarvedelem mint WAN edge
= Software Defined Network
= Fortigate Secure SD-WAN

= Skalazhatosag

= Biztonsag

= Robusztussag

=  Automatizacio
= DEMO
= Q&A
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Redundans WAN edge kapcsolatok

Normal Internet vs LLI
AS 44444 AS 55555

= MPLS vs IPSec
: y L ISP1 . .lspz

= Publikus iranyba torténo

szolgaltato fuggetlen terhelés | I
elosztas ASdiiil
= Aszimmetrikus routing vs tlzfalak - . . R2
= Pl tartomanyok elfogytak
= |Pv6 ready alkalmazasok hianya l I

= |P alapu session fenntartés a ’_‘ “_’

Cloud-ban (SAP ariba) all Sl
= Policy based routing menedzselése Farm Farm
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Elosztott miUkodeés kihivasai

=  Hibak szakaszolasa

= Skalazhatdsag

= (Geo Redundancia

= Decentralizalt mUkodés

= [ assy hiba felismerés
LassU beavatkozas

= Vizibilitas hianya

= Bonyolult életciklus koévetes
=  Bonyolult topoldgiak

= Biztonsag
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Tipikus megoldasok

MPLS L2/L3 VPN

Native IPSec tunnel terminalas
DMVPN

L2TPv3

ADVPN
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Hatarvedelem mint WAN edge

»  (Cloud app-ok elérese

= Kapacitasok elosztasa @
= Egységes biztonsagi megoldasok @ @ @ =

= Egyseéges szabalyok felallitasa aws

vm

= Kozponti adminisztralas &S
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WAY TO THE CLOUD

Software Defined Network

=  Mitdl Software Defined egy megoldas?

API-k?
Overlay?
Whitebox?
Controller?
OpenFlow?

= Valasz! Absztrakt

Programozhato
Automatizalhato
Egységesen kezelhetd
Dinamikus

SDN application

SDN application

~=SDN northbound interfaces (NBIs)

A-CPI: Application-controller plane interface

SDN controller

D-CPI: Data-controller plane interface

—————SDN southbound interface—————

Network

Network
element

Network
element

element

. Application layer
- Application plane

_ Control layer
~ Controller plane

_Infrastructure layer
Data plane
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SD WAN

WAN réteg egyseges
menedzsmentje
= K&zponti control és management plane

FortiManager

*  WAN kapcsolatok automatikus
felépitése
= Dataplane kapcsolatok

SD-WAN

« Redundans WAN kapcsolatok
automatizalt kezelése

= Optimalizacio

SD-WAN
funkcio
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Forithet Secure SD-WAN

‘, Secure SD-WAN
NGFW
f \
| SD-WAN Te—
- pO
-+
X DC '@@.'«-S»
SD-WAN Traffic Intrusion Sandboxing SSL Inspection

Shaping Prevention FR nng
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Skalazhatosag - Data Plane

« Hardver tamogatott gyors
konvergencia

« Gyors alkalmazas azonositas

1033 1034 1035 10:34 W37 plh] 1039 1040 1081 1042
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Skalazhatosag - Data Plane
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Menedzsment és Vizibilitas

/

o

4 | LDAP / RADIUS/ 4 FortiGuard o S ROrMt Secinity
> ¥ TACACS and servor - subscription Q'\y S :&\ Devices
services L‘
JSON / n | ‘\"’/ e ‘@1
XML APIs JSON APIs

Loggmg protocol

e
Based on logs and supported devices

lortiGate-F ortiManager
communication protocol

LB@

&—— ForiGuard communication —
€« protocol

-

4
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Robusztus mukodés

I’
s
= QoS gL
= Traffic policing 3
= Traffic shaping
= Queuing
= |PSEC phasel FEC
= Performance SLA
= SD-WAN szabalyok
= Routing stratégia [ReanamiFacies |— ()
ORI — M — osaen

Recenrg FotGee l
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Routing Table Lookup

Forward
traffic

diagnose firewall proute list

diagnose ip rtcache list ——— . Match

get router info routing-table all

T

get router info kernel /N;matoh

Match
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SD-WAN Policy-Route Lookup

[ Start ] packet {protocol, srcip, dstip,
srcport, dstport} & inbound-
¥ interface (iif)
Read the First SD-WAN T
policy-route(proute) "

---------- TO_MATCH = «

Compin set default MIe set default enabie
proute with Match ——————————————d set gateway disable set gateway enable
TO_MATCH 4

FIB lookup based
on dstip

No Match
Next SD- Setect the first
WAN s the FIB- interface in the proute
proute e No resolved interface list of outbound
- an SD-WAN Interfaces (oif)
member?
No
Was it the Y:s
last SD-WAN
proute? Search for an acceptable
No Interface in the proute list of
outbound interfaces (oif)
No proute malched
End of SD'*VAN prowte ] : Yo v
[ lookup FYoUle mejched —| Send the packet over this oif interface }:
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Automatizacio

= Forti REST AP
= Beépitett 3rd Party integracio

= FortiManager

=  menedzseli az eszkdzoket

= SD-WAN Orchestrator segitségével
automatizalja a Dataplane-t és a Control
plane-t
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SD-WAN LAB

FortiManager FortiAnalyzer

SP1LU

branchl
22,22,22.2D

?72.16.242 3333333 @

10.255.255.101

branch2

Internet 172.16.3.3

10.255.255.100
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Osszesites

« Mit ﬂijt az SD-WAN https://docs.fortinet.com/sdwan
— Kdzponti menedzsment
— Biztonsagos atvitel
— Redundans kapcsolat kezelés
— Automatizalasi lehetdseg
— 3rd Party integracio

« Mit nydjt a Secure SD-WAN

— Egyseges hatarvédelmi

szabalyok QU @ @ @ . . @ =

S‘Rl Contant IPS Antl-Botnet Acn Repusation rfivirus  Security

— L4-L7 védelem a teljes sl B P
infrastrukturaban
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Koszonom a figyelmet!

#99999informatika

Follow us on

Linked [}




